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HucTpykuus
M0 OPraHU3AUNH AHTHBHPYCHOMH 3aIHTHI
B MAOY COII Ne3 um.A.U.PuIHKOBOr0»

1.00mue noJioxKeHHUs

1.1.1lenbr0 co3maHusi CUCTEMbI AHTUBUPYCHOU 3aIMTHI SBJSIETCSl OOECHeueHne 3aIuIeHHOCTH
UH(POPMALIMOHHO-KOMMYHHUKAIIMOHHON cuctembl (manee HMKC) oT BO3mEHCTBHSI Pa3aMYHOrO poaa
BPEIOHOCHBIX NPOTrpaMM M HECAHKIIMOHHUPOBAHHBIX MACCOBBIX MOYTOBBIX PACCHUIOK, MPENOTBPALIEHHS
UX BHEIPEHUS B MH(POPMALIMOHHBIC CHCTEMBI, BBISIBICHUS U 0€30MacCHOrO yAAJIEHHs U3 CUCTEM B Clydae
NOTIQAAHUs, a TAKXKe (PUIIBTPALIMK TOCTyNa NOJIb30BaTeNel YUpekaeHns K HeNpONyKTHBHBIM MHTEpHET-
pecypcam B KOHTPOJIS HX 3JIEKTPOHHOH MEePEnrCcKy.

1.2.0cHoBOnONIararOIUMy  TPEOOBAHUSIMH K CHCTEME AaHTHUBUPYCHOH 3aIIUTBHl YUPEKICHHS
SIBJITEOTCSI:

-peleHue 3a7a4d aHTHMBHPYCHOW 3aIUThI JOJDKHO OCYINECTBIAThCS B oOmem Buae. Cpencrso
3aI0UTBl HE MAOJDKHO OKasbIBaTh INPOTHUBONEHCTBHE KOHKPETHOMY BHPYCY WM TPYIINE BUPYCOB,
NPOTHBOAEHCTBUE MOJDKHO OKa3bIBATHCS B NPEANOJIOKEHHUSX, YTO BUPYC MOXET ObITh 3aHECEH Ha
KOMIIBIOTEp U O BHUpyce (O ero CTpyKType (B YaCTHOCTH, CUTHATYPE) U BO3MOKHBIX JEUCTBHSIX) HHYETO
HE U3BECTHO;

- peleHne 3a1a41 aHTUBUPYCHOM 3aIUThI TOJDKHO OCYILIECTBISITECSA B PEAJIbHOM BPEMEHH.

1.3.MeponpusTusi, HalIpaBIEHHbIE HA PELICHUE 3a]a4 10 AaHTUBUPYCHOM 3aLIUTe:

-yCTAaHOBKA TOJIbKO JIMIIEH3MPOBAHHOTO MPOrpaMMHOro obecnedenuss JubOO OecruiaTHOe
AHTHBUPYCHOE MpPOrpaMMHOE OOecledeHne, HAyIlee B KOMIUIEKTE C TIOJJIMHHOW ONepalioHHON
cucremoii (tuma Microsoft Security Essentials (cerp no 10 padounx cranumii) mmn Microsoft Forefront
Endpoint Protection (cetp Oomee 10 pabouux craHuuWii)), mNOAAepKUBarOIee padoTy ¢
MIOJIb30BATENBCKUMHU TPOQPHIISIMU.

-perysipHoe OOHOBJIEHHME U €XKEIHEBHbIE NPOPHIAKTUYECKHE TPOBEPKU (PKEJIaTeNbHO B
Hepabouee HOYHOE BpeMsi);

-HETIPEPBIBHBIA KOHTPOJIb HAaJ BCEMHU BO3MOXKHBIMU IyTSMU IPOHHUKHOBEHHUS BPEIOHOCHBIX
NpOrpaMM, MOHHMTOPUHI AHTHBHPYCHOH O€30MacHOCTH U OOHAapy’KE€HHE NeCTPYKTHBHOH aKTHBHOCTH
BPEIOHOCHBIX IpOorpaMm Ha Bcex obbvekrax MKC;

-©)KEHEBHBI aHATN3, PAH)XUPOBAHWE W MPENOTBPALIEHHE yIrpo3 pPacCIpOCTPAHEHHS U
BO3ZEICTBUSL BPEJOHOCHBIX MpPOrpaMM IIyTeM BbIABIEHUS ys3BUMocTel wucnoibsyemoro B HMKC
OTEPALIMOHHOTO MPOTPAMMHOTO OOECIIEYEeHUsI M CETEBbIX YCTPOHCTB M yCTpPaHEHHUs OOHApy KEHHBIX
neekToB B COOTBETCTBMM C MJAHHBIMH MOCTABIIMKA IPOTPAMMHOIO OOECIEYeHHsT W JAPYTHX
CHEeLUATM3HPOBAHHBIX SKCIIEPTHBIX AHTUBUPYCHBIX CITYIKO.

-IPOBEICHNE MPOPUITAKTUICCKUX MEPOIIPUATHH 1O NMPEAOTBPALICHUIO U OTPAHUYEHUIO BUPYCHBIX
SMUAEMHUH, BKJIIOYAIOIIUX 3arpy3Ky © pPa3BEPTbIBAHHE CHEIHAIbHBIX MPAaBHJ HEUTpaIH3alHuU
(oTpakeHHIO, HM3OJSIUMM W JIMKBUIALMK) BPENOHOCHBIX MPOrPaMM Ha OCHOBE PEKOMEHIALMI 10
KOHTPOJIFO aTaK, MOATOTABJIMBAEMBIX Pa3pabOTYMKOM CPEACTB 3AIMUTHI OT BPENOHOCHBIX MPOTPaMM H
APYTUMH  CHEIHATHN3UPOBAHHBIMA 3KCIEPTHBIMH AHTHBHUPYCHBIMH CIIy)kKOaMH 10 TOro, Kak OyayT
BBINYIEHbI (pailyibl UCTIPABJICHNH, MPU3HAKOB U AHTUBUPYCHBIX CUTHATYP.

-IPOBEJCHUE PETYJSIPHBIX MPOBEPOK LEJIOCTHOCTH KPUTUYECKH BAJKHBIX MPOTPAaMM H JTaHHBIX.
Hannmune mummaMx (aiinoB W ClenoB HECAHKIMOHHUPOBAHHOTO BHECEHUS M3MEHEHWH JOJDKHO ObITh
3apErUCTPUPOBAHO B XKyPHAJIE U PACCIIEIOBAHO;

-BHELIHHE HOCHTENH HH(POPMALMM HEU3BECTHOIO MPOUCXOXKICHHS CIENyeT MPOBEPsSTh Ha
HAJINYHE BUPYCOB JI0 X HCIIOJIb30BAHMS,

-CTPOrO MPUAEPIKUBATHCS YCTAHOBJIEHHBIX MPOLEAYP IO YBEAOMJICHHIO O CIIydasX MOPaXCHUs
aBTOMATH3UPOBAHHON HMH(MOPMALIMOHHONH Cpeibl KOMITBIOTEPHBIMH BHUPYCAMH W TPUHATHIO MEp IO
JVKBUALNY TTOCIEACTBUN OT UX MPOHUKHOBEHUS,

- UMeTh TuTaHbl oOecrieueHus OecriepeOoitHON padoThl YupexkneHus s CIy4aeB BUPYCHOTO
3apa’keHUsi, B TOM YHCIIE IUIAHBI PE3EPBHOTO KOMMMPOBAHMSI BCEX HEOOX OJJMMBIX JAHHBIX U MPOrPaMM U UX



BOCCTAHOBJICHUSI. JTH Mepbl OCOOEHHO BaKHBI IUISI CETEBBIX (DAMIIOBBIX CEPBEPOB, MOAIEPIKHBAIOIINX
O0JIBLIOE KOMIMYECTBO PA0OYHMX CTAHLIUH.

1.4. TexHonornyeckre HHCTPYKLIUH

1.4.1.B yupexaeHUM pPyKOBOJIUTENEM HA3HAYAETCs JIMLO, OTBETCTBEHHOE 3a AHTUBUPYCHYIO
3aIlUTy, B JOJDKHOCTHBIE MHCTPYKLMM JJIsi KOTOPOrO IMPOMHUCHIBAETCA MOPSAOK AENHCTBUA B MEPHOL
BUPYCHBIX S3MUAEMUN, MOPSAOK AEHCTBUM NPH BO3HUKHOBEHUHW BHEIITATHBIX CUTYalLUH, CBSI3aHHBIX C
paboTOCMOCOOHOCTBIO  CPEACTB  AHTUBUPYCHOUM  3alUTHI, MOPSAOK AEHCTBUH ISl yCTpaHEHUs
MOCJICAICTBHI 3apakeHHil. B MPOTHBHOM Ciiy4ae BCS OTBETCTBEHHOCTb 32 OOECMEHYEeHHe aHTUBUPYCHOM
3aIIUTHI JIOKUTCS HA PYKOBOAUTENS Y UpEKIESHMUSI.

142 B mkoie UCHONb30BAaTBCA TOJBKO JIMLIEH3MOHHOE AHTUBUPYCHOE IPOrPAMMHOE
obecniedenue OO0 CBOOOTHO-PACTIPOCTPAHSIEMOE MPOTPAMMHOE OOeCTIeUeHUE.

1.4.3.00s13aTeIbHOMY aHTUBUPYCHOMY KOHTPOJIFO TOMJIEKHUT Jro0ast mHpopMausi (TEKCTOBbIC
datinel 006X HopMaToB, haliibl JAHHBIX, UCHIOTHsIEMbIe (aiIbl, TOYTOBBIE COOOINEHNS), MOTydaeMast 1
nepenaBaeMasi o TEJIEKOMMYHHKAIIMOHHBIM KaHaJlaM CBSI3U, a Takke MH(pOpMaLs, HaxXONAIIAsCsS Ha
ChEMHBIX HOCHUTENIsIX (MarHUTHbIX pauckax, JjeHrax, CD-ROM, DVD, flash-nakonurensx u T.I.).
KonTpone ncxopseit napopmanymu HeoOXOAMMO TPOBOJUTh HEMOCPEACTBEHHO TepeN apXUBUPOBAHHEM
U OTHPABKOH (3aMMUCHI0 HA CHEMHBINA HOCUTEIID).

1.4.4 ®aiinbl, noMeIaeMble B 3JIEKTPOHHBIN apXUB, TOJIKHBI B 00S3aTEIIBHOM IOPSIIKE MPOXOIHUTh
AHTUBUPYCHBINH KOHTPOJb.

2. TpeGoBaHusi K NPOBeACHUIO MEPONIPUSTHII 10 AHTUBHPYCHOII 3a1{UTe

2.1. B Hawanme paboThl mpu 3arpy3ke KOMIIBIOTEPA B aBTOMATUYECKOM pEXKUME JOJIKHO
BBIMOJIHATHCS] OOHOBJIGHHE aHTUBUPYCHBIX 0a3 U CEPBEPOB.

2.2. Ilepuonuyeckue MpPOBEPKH AJIEKTPOHHBIX apXMBOB JOJIKHBI IPOBOIUTHCS HE PEXKE OIHOIO
pasa B HEZEN0, JaHHbIE, PACIIONIOKEHHBIE HA paOOYHX CTAHIUSIX MMOJIb30BATEIIEH — €KEJHEBHO, B HOUHOE
BpeMsI 110 PaCIIUCAHUIO.

2.3 .BHeouepenHON AHTHBHPYCHBIH KOHTPOJIbL BCEX [UCKOB U (pailioB MEepPCOHAIBHOTO
KOMIIBIOTEPA JOJIKEH BBIMOJIHATHCS:

2.3.1. HemocpencTBeHHO  IMOCHE€  YCTAaHOBKM  (M3MEHEHHs) TPOrpaMMHOrO  obecreueHHs
KOMITBIOTEpPAa JOJDKHA OBITH BBIMOJIHEHA AHTHBHPYCHAs TPOBEPKA HA CepBEpax M IEPCOHAIBHBIX
KOMIIBIOTEPAX YUPEKIACHUS.

2.3.2 Ilpu BO3HUKHOBEHUH TOJIO3PEHUS HA HAJTMYHE KOMITBIOTEPHOTO BHpyca(HeTunuyHasi padoTa
NpOrpaMM, MOSIBJICHNE rpadUIecKiX U 3BYKOBBIX 3(PPEKTOB, NCKAXKEHUH TaHHBIX, MponanaHue $aiios,
94aCcTOE MOSIBJICHHE COOOLIEHH O CUCTEMHBIX OIINOKax U T.I1.).

2.3.3Ilpu oTmpaBke W MOJYYSHHH SJIEKTPOHHOH IMOUTHI ONMEPATOp 3JEKTPOHHOH IMOUTHI 00s3aH
IIPOBEPUTD BJIEKTPOHHBIE MUChbMA U UX BJIOXKEHUs Ha HAJIUYHE BUPYCOB.

24B cnyuae oOHapy»XeHHS 3apaKCHHBIX BUpycaMH (DailJIoB WM BJIEKTPOHHBIX IHCEM
NIOJIb30BATENH O0S3aHBI:

2.4.1 IlpuocraHoButh pabdoTy.

2.4.2 HemenneHHO TOCTaBHTb B HM3BECTHOCTb O (pakTe OOHAPYKEHUS 3apaKEHHBIX BHPYCOM
(aiiioB OTBETCTBEHHOro 3a obOecreueHHue AaHTUBHUPYCHOH 3aiiuThl (B Ciiydyae ero OTCYTCTBHS —
IUpeKTOopa) YUpeKaeHUs.

2.4.3.COBMECTHO ¢ BJIAJCNbIIEM 3apa*KeHHBIX BUPYCOM (DailioB MpOBECTH aHAIN3 HEOOXOAHMMOCTH
JANbHENIIErO UX UCIOIb30BAHMS.

2.4.4 IlpoBecTu JieueHNE UITH YHUUYTOXKEHUE 3apakeHHBIX (paiiios.

3. OTBeTCTBEHHOCTD

3.1. OTBETCTBEHHOCTb 3a OPraHU3aLMI0 AHTUBUPYCHON 3alUThI BO3JIAraeTCsl Ha PYKOBOJUTEIS
YupexxaeHnus Win JIULO0, UM Ha3HAYeHHOE.

3.2. OTBETCTBEHHOCTb 3a MPOBEJAEHUE MEPONPUATUI aHTUBHPYCHOTO KOHTPOJS B YUpeKIeHUU
BO3JIaraeTCsi HA OTBETCTBEHHOTO AHTUBUPYCHOW 3aIlUTHI, COOJIOACHHE TpeOOBaHMI HACTOSIIEH
WncTpykumu npu paboTe Ha NePCOHANBHBIX pabounX CTAHLMAX BO3JIAraeTCsl HAa MOJIb30BATENEeH JaHHBIX
CTaHLMH WU MeAarora, OTBEYAIOIIEro 3a padoTy KOMIIBIOTEPHOTO K1acca.



3.3. Ilepuonuueckuii KOHTPOJb COCTOSHMUSI AHTUBMPYCHOM 3aIUUTBl B YUPEXKACHUH OCYLIECTBISAETCS
pykoBoguTeneM U pukcupyercss AKTOM poBepku (He pexke | pa3 B kBapTad).



